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ICT Acceptable Use Policy – Staff - 2019 
 

This document sets out the security, administration and internal rules which you should observe when 

communicating electronically or using the IT facilities provided by Harrow School (the 'School').  You 

should familiarise yourself with the terms of this Policy in order to minimise potential difficulties to you, 

your colleagues, pupils and the School, which may arise as a result of misuse of email or Internet facilities. 

 

This Policy applies to all employees and contractors of the School, as well as resident family members of 

resident employees who use School ICT facilities. 

1. School Property 

1.1 The School acknowledges and welcomes the creativity of staff in the production and storage of 

material to support teaching, learning and administration.  It is important to note that, 

according to the letter of the law, computer files and email messages created and stored on the 

school network by employees, contractors and residents in the performance of their normal 

duties technically remain the property of the School.  In any question regarding copyright and 

intellectual property, staff are encouraged to seek advice from the Head Master. 

1.2 Subject to the further provisions outlined in this Policy, computer files and email messages 

created and stored on the school network by employees, contractors and residents for their 

private and personal use remain the property of the creator. 

2. Monitoring 

2.1 The School's computer network is a business and educational tool to be used primarily for 

business or educational purposes.  You therefore have a responsibility to use these resources in 

an appropriate, professional and lawful manner. 

2.2 All messages and files on the School's system will be treated as education or business related, 

which may be monitored.  Accordingly, you should not expect any information or document 

transmitted or stored on the School's computer network to be entirely private. 

2.3 You should also be aware that the School maintains systems that automatically monitor and 

filter use of the Internet, both during school or working hours and outside of those hours.  This 

includes the sites and content that you visit and the length of time you spend using the Internet. 

2.4 You should structure your email in recognition of the fact that the School may, if concerned 

about possible misuse, have the need to examine its contents. 

2.5 Emails will be archived by the School as it considers appropriate and to comply with statutory 

requirements. 

3. Personal Use 

3.1 You are permitted to use the Internet and email facilities to send and receive personal 

messages, provided that such use is kept to a minimum and does not interfere with the 

performance of your work duties. 

3.2 However, you should note that any use of the School network, internet or email for personal 

purposes is still subject to the same terms & conditions as otherwise described in this Policy. 
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3.3 In the case of shared IT facilities, you are expected to respect the needs of your colleagues and 

use the computer resources in a timely and efficient manner. 

3.4 Excessive or inappropriate use of email or Internet facilities for personal reasons during 

working hours may lead to disciplinary action. For instance, you should not therefore 

download MP3 (or other compressed music or video) files for personal use, nor large quantities 

of images, nor should you download or install computer programs without the consent of the 

Director of ICT. 

3.5 At all times, Harrow School staff should conduct network communications with the utmost 

propriety, and avoid any internet behaviour that may bring themselves or the school into 

disrepute. 

3.6 You should not use social networking sites for communication with current pupils. 

4. Content 

4.1 Email correspondence should be treated in the same way as any other correspondence, such as 

a letter or a fax.  That is, as a permanent written record which may be read by persons other 

than the addressee and which could result in personal or the School's liability. 

4.2 You and/or the School may be liable for what you say in an email message.  Email is neither 

private nor secret.  It may be easily copied, forwarded, saved, intercepted, archived and may be 

presented in litigation.  The audience of an inappropriate comment in an email may be 

unexpected and extremely widespread. 

4.3 You should never use the School network, internet or email for the following purposes: 

 to abuse, vilify, defame, harass or discriminate (particularly, but not exclusively by virtue of 

sex, sexual orientation, marital status, race, colour, nationality, ethnic or national origin, 

religion, age, disability or Trade Union membership); 

 to send or receive obscene or pornographic material; 

 to injure the reputation of the School or any of its employees or to cause embarrassment to 

your employer; 

 to spam or mass mail or to send or receive chain mail; 

 to infringe the copyright or other intellectual property rights of another person; 

 to perform any other unlawful or inappropriate act; 

 to upload or publish externally images of School pupils or staff without permission; or 

 to infringe the privacy of another person 

4.4 Email content that may seem harmless to you may in fact be highly offensive to someone else.  

You should be aware, therefore, that in determining whether an email falls within any of the 

categories listed above, or is generally inappropriate, the School will consider the reaction and 

sensitivities of the recipient of an email. 

4.5 If you receive inappropriate material by email, you should delete it immediately and not 

forward it to anyone else.  It would be appropriate for you to discourage the sender from 

sending further materials of that nature. 

4.6 Comments that are not appropriate in the workplace or school environment will also be 

inappropriate when sent by email.  Email messages can easily be misconstrued. Accordingly, 

words and attached documents should be carefully chosen and expressed in a clear, 

professional manner. 

4.7 You should be aware that use of the School's computer network in a manner inconsistent with 

this policy or in any other inappropriate manner, including but not limited to use for the 

purposes referred to in paragraph 4.3 of this policy, may give rise to disciplinary action, 

including termination of an employee's employment or contractor's engagement. 
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5. Data Protection and Privacy 

5.1 In the course of carrying out your duties on behalf of the School, you may have access to, or 

handle personal information relating to others, including pupils, colleagues, contractors, 

residents, parents and suppliers.  Email should not be used to disclose personal information of 

or about another except in accordance with the School's Data Protection Policy and Privacy 

Policy or with proper authorisation. 

5.2 The Data Protection Act 2018 and General Data Protection Regulation (GDPR) requires both 

you and the School to take reasonable steps to protect any personal information, that you hold 

as a consequence of your employment, from misuse and unauthorised access.  Please note that 

Data Protection breaches may be treated as gross misconduct by the School, which could result 

in summary dismissal for employees and significant fines for employers.  We stress therefore: 

 You must take responsibility for the security of your school computer and any personal 

computers and removable storage devices (including mobile phones) that you may use as a 

consequence of your employment; 

 Unless absolutely necessary, you must not use your own home computer, laptop or any 

portable electronic device to store school confidential data (such as pupil/parent addresses, 

email addresses, telephone numbers, medical histories, staff information or the like); 

 If you transmit confidential data outside of the school (either by email or internet, or by 

using removable storage media such as memory sticks, CDs, DVDs, removable hard drives 

and the like), it must be ENCRYPTED, and you must take all reasonable precautions to 

securely delete / destroy the data once you no longer require it; 

 If you need any assistance or advice regarding appropriate security measures, please contact 

the School’s IT department. 

5.3 You will be assigned a log-in code and you will also be allocated a password to use the 

School's electronic communications facilities.  You should ensure that these details are not 

disclosed to anyone else.  We suggest that you take steps to keep these details secure.  For 

example, you should change your password regularly and ensure that your log-in code and 

password are not kept in writing close to your working area. 

5.4 You are encouraged either to lock your screen or log-out when you leave your desk, and to log 

out and shutdown your computer overnight.  This will avoid others gaining unauthorised 

access to your personal information, the personal information of others and confidential 

information within the School. 

5.5 In order to comply with the School's obligations under the Data Protection Act, you must use 

the blind copy option when sending emails to multiple recipients where disclosure of those 

persons' email addresses will impinge upon their privacy. 

5.6 In addition to the above, you should familiarise yourself with the DPA and GDPR, and ensure 

that your use of email does not breach these.  If you require more information on compliance, 

contact the school’s Privacy Officer. 

6. Distribution and Copyright 

6.1 When distributing information over the School's computer network or to third parties outside 

the School, you must ensure that you and the School have the right to do so, and that you are 

not violating the intellectual property rights of any third party. 

6.2 If you are unsure of whether you have sufficient authorisation to distribute the information, 

please contact the Director of ICT (ext 8593). 

6.3 In particular, copyright law may apply to the information you intend to distribute and must 

always be observed.  The copyright material of third parties (for example, software, database 

files, documentation, cartoons, articles, graphic files and downloaded information) must not be 

distributed through email without specific authorisation to do so.  A similar caveat applies to 

the posting of pupil photographs on the School’s network. 
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7. Social Media Rules 

The School recognises that many staff make use of social media in a personal capacity outside the workplace 

and outside normal working hours. While they are not acting on behalf of the School in these circumstances, 

staff must be aware that they can still cause damage to the School if they are recognised online as being one 

of its staff. Therefore, it is important that the School has strict social media rules in place to protect its 

position. 

 

When logging on to and using social media websites and blogs at any time, including personal use on non-

School computers outside the workplace and outside normal working hours, staff must not: 

 

 conduct themselves in a way that is potentially detrimental to the School or brings the School or its 

pupils, contractors, residents, parents and suppliers into disrepute, for example by posting images or 

video clips that are inappropriate or links to inappropriate website content 

 allow their interaction on these websites or blogs to damage working relationships with or between 

staff and pupils, colleagues, contractors, residents, parents and suppliers of the School, for example 

by criticising or arguing with such persons 

 include personal information or data about the School’s staff, pupils, colleagues, contractors, 

residents, parents or suppliers without their express consent (an employee may still be liable even if 

staff, pupils, colleagues, contractors, residents, parents or suppliers are not expressly named in the 

websites or blogs as long as the School reasonably believes they are identifiable) - this could 

constitute a breach of the Data Protection Act 2018 which is a criminal offence 

 make any derogatory, offensive, discriminatory, untrue, negative, critical or defamatory comments 

about the School, its staff, pupils, contractors, residents, parents or suppliers (an employee may still 

be liable even if the School, its staff, pupils, contractors, residents, parents or suppliers are not 

expressly named in the websites or blogs as long as the School reasonably believes they are 

identifiable) 

 make any comments about the School’s staff that could constitute unlawful discrimination, 

harassment or cyber-bullying contrary to the Equality Act 2010 or post any images or video clips 

that are discriminatory or which may constitute unlawful harassment or cyber-bullying - staff can be 

personally liable for their actions under the legislation 

 disclose any trade secrets or confidential, proprietary or sensitive information belonging to the 

School, its staff, pupils, colleagues, contractors, residents, parents or suppliers or any information 

which could be used by one or more of the School’s competitors, for example information about the 

School’s work, its products and services, technical developments, deals that it is doing or future 

business plans and staff morale 

 breach copyright or any other proprietary interest belonging to the School, for example, using 

someone else’s images or written content without permission or failing to give acknowledgement 

where permission has been given to reproduce particular work - if staff wish to post images, 

photographs or videos of their work colleagues or pupils, contractors, residents, parents or suppliers 

on their online profile, they should first obtain the other party’s express permission to do so. 
 

Staff must remove any offending content immediately if they are asked to do so by the School. 

 

Staff should remember that social media websites are public fora, even if they have set their account privacy 

settings at a restricted access or “friends only” level, and therefore they should not assume that their postings 

on any website will remain private. 

 

Staff must also be security conscious when using social media websites and should take appropriate steps to 

protect themselves from identity theft, for example by placing their privacy settings at a high level and 

restricting the amount of personal information they give out, e.g. date and place of birth. This type of 

information may form the basis of security questions and/or passwords on other websites, such as online 

banking. 

 

Should staff notice any inaccurate information about the School online, they should report this to their line 

manager in the first instance. 
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8. Confidentiality 

8.1 As mentioned above, the Internet and email are insecure means of transmitting information.  

Therefore, items of a highly confidential or sensitive nature should not be sent via email.  You 

should note that there is always a trail and a copy saved somewhere, not necessarily only on 

the School's network server. 

8.2 You must ensure that all emails that are sent from your email address contain the School's 

standard disclaimer message.  This message will be set to appear automatically on each 

outgoing email.  Please contact IT if this feature is not working.  The standard disclaimer is 

Harrow School, Harrow School Enterprises Limited, Harrow 

Development Trust, the Harrow Association and Harrow International 

Schools Limited do not accept responsibility for email contents. This 

email and any attachments are intended only for the addressee(s) 

named above and may not therefore be disclosed to any other person. If 

you are not the named addressee, please delete or destroy all copies 

whether in electronic or hard copy form and telephone Harrow School 

immediately or email us on postmaster@harrowschool.org.uk including 

the message headers if possible. 

8.3 There is a risk of false attribution of email.  Software is widely available by which email 

messages may be edited or 'doctored' to reflect an erroneous message or sender name.  The 

recipient may therefore be unaware that he or she is communicating with an impostor.  Always 

maintain a reasonable degree of caution regarding the identity of the sender of incoming email.  

Please verify the identity of the sender by other means if you have concerns. 

8.4 Please delete old or unnecessary email messages.  Retention of messages takes large amounts 

of storage space on the network and can slow down performance.  You should maintain as few 

messages as possible in your in-boxes and out-boxes. If you are advised that you have 

exceeded your email storage limit, please contact IT Services for assistance. 

9. Viruses 

9.1 All external files and attachments will be automatically virus-checked using scanning software. 

The Internet is a potential host for computer viruses.  The downloading of infected information 

from the Internet is potentially fatal to the School computer network.  A document attached to 

an incoming email may have an embedded virus. 

9.2 If you are concerned about an email attachment or believe that it has not been automatically 

scanned for viruses, do not open the attachment or reply to the email but contact the IT 

Department. 

10. General 

10.1 This policy may be updated or revised from time to time.  The School will notify you annually 

of any revisions to this Policy.  If you are unsure whether you are reading the most current 

version, you should contact the Head of HR. 

10.2 The terms and recommended conduct described in this Policy are not intended to be 

exhaustive, nor do they anticipate every possible use of the School's email and Internet 

facilities.  You are encouraged to act with caution and take into account the underlying 

principles intended by this Policy.  If you feel unsure of the appropriate action relating to use 

of email or the Internet, you should contact the Director of ICT. 

 

 

mailto:postmaster@harrowschool.org.uk
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FOR THE ATTENTION OF THOSE STAFF WHO HAVE BEEN ISSUED A MOBILE DEVICE 

 

Device User Agreement 

 Masters must sign and return this agreement before a device can be issued. 

 The device and peripheral items must be returned when the Master ceases employment with Harrow 

School, or when requested by the School.  The use of the device provided by the School is not 

transferable to anyone and terminates when a Beak is no longer employed by Harrow School. 

 All users of issued devices must follow the expectations outlined in the School’s ICT Acceptable Use 

Policy. 

 Nothing done on the issued device is private.  Harrow IT Services may, at any point, confiscate and 

search the contents of any issued device. 

 In the event of failure to return a device or accessories upon departure from the School, Masters will be 

responsible for the full replacement cost of the items not returned. 

 All data must be stored on the School network / School cloud. 

 If any data are stored on the local device, it must be backed-up.  Masters should carry out a back-up of 

all data regularly.  In the event of a system failure or hardware problem, it may be necessary to return the 

device to its original state. 

 Masters should use only software licensed by Harrow School (software centre), authorised and installed 

by the School’s IT staff. 

 “Fair usage” personal Internet access is permitted but the School will not accept responsibility for 

offering technical support relating to personal Internet connectivity. 

 The Surface Books are covered by a manufacturer’s warranty for 3 years. This covers faults with the 

device, not accidental damage, loss or theft. The School’s insurance policy does not cover loss or 

damage to these devices.  After a consideration of the circumstances, any repairs or replacements that are 

otherwise required (broken screens, water damage, theft etc.) could thus be recharged to the Beak by the 

School. 

 If devices are modified or adjusted in any way, the manufacturer’s warranty will no longer be valid and 

the user will be liable for the full cost of the device. 

 The device is intended for School use.  Whilst the School will not prevent Masters from using the 

devices for personal functions, the IT department will not support faults or requests relating to them. 

 To meet the School’s Data Protection obligations, and to secure School data in the event of loss or theft, 

IT Services have installed BitLocker encryption software on this device.  Masters should not under any 

circumstances attempt to disable or remove this encryption.  The device will otherwise become unusable.   

The items issued include: 

 Microsoft Surface Book 2, i5 8Gb ram, 128Gb ssd, valued at  £1299 

 Microsoft Surface Book stylus, valued at    £60 

 Microsoft Surface Book power adaptor, valued at   £35 

 Microsoft Surface Dock, valued at     £170 

 Targus tough-bag, valued at      £15 

 
 

 

Director of IT 

September 2019 
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ICT Acceptable Use Policy – Staff - 2019 
 

 

 

I recognize that, when online, a user’s actions are logged by the servers and that any apparent 

breach of the law or of School rules may be investigated. I accept that serious breaches of the rules 

for computer use will be dealt with as a disciplinary matter and when applicable, police or local 

authorities may be involved. 

The School reserves the right to charge, including any excess, for any loss or damage to computer 

equipment given into your keeping, that is not met by an insurance claim. 

 

I have read and fully understand the above conditions and agree to observe them: 

 

Signed_________________________  Date__________________________ 

 

Print Name_____________________  Department ____________________ 

 

Please sign and return to the HR Department, via Reception at 5 High Street 

W M A Land 

Head Master 

September 2019 

 


